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Abstract

With the recent success of Large Language Models (LLMs), the web is increasingly being flooded
by Al-generated content, a phenomenon also known as "AI slop". This poses the following
question: how do we ascertain whether a particular piece of content (be it text, images, or other
formats) has been produced by a generative AI model? This attribution problem has significant
societal implications, for instance in education where academic cheating through ChatGPT or
similar products is becoming more and more common. Moreover, training the next generation of
AI models could become problematic if we are not able to distinguish Al-generated from human-
made content, especially sizeable portion of the training data available on the web will be
synthetic.

In this talk, we give an overview of the recent literature that addresses this identification problem
using cryptography. Specifically, we review a few recent techniques based on pseudorandom
functions and pseudorandom codes to apply a stealthy watermark on the output of LLMs, in such
a way that only those who know the corresponding decryption key can later verify whether some
piece of content has been indeed generated by the watermarked model.
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