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Abstract

In today's digital landscape, privacy, anonymity, and digital rights have become increasingly
significant. The GSM network, which facilitates mobile connectivity, exhibits characteristics such as
centralization and policy management that uniquely determine the users. In undemocratic settings,
this identification can be used to violate human rights. We propose a configuration designed to
mitigate the collection of technical data and metadata that are typically used to identify users
uniquely. It will be analyzed which type of identification can be avoided, considering the effects of
two specific configurations.

Short bio

Matteo Scarpone is a PhD student at Universita della Svizzera Italiana, working mainly on distributed
systems and biological modeling from different points of view. He has experience in cybersecurity,
privacy, and anonymity technologies.
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